Automate the Home

Home Security System
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APPLICATION OPERATION:

The small size, and low cost of PIC12C508 controllers
make them very suitable for use as the heart of home/
small business security systems. This design demon-
strates one such system that can easily be made.
Additional functionality (monitored loops) and/or
redundancy can be obtained if desired, by duplicating
this circuit and possibly combining the outputs.

Inputs from a normally closed 'delayed' loop, from a
normally closed ‘instantaneous' loop, and from a nor-
mally open 'panic button' circuit are all monitored by
the PIC12C508, and used to drive two alarm outputs.

The delayed loop is configured to provide a 45 second
delay on alarm in order to allow the user sufficient time
to enter or exit the monitored zone. Typically, this loop
would be used for magnetic door switches or for infra-
red body sensors. During this 45 second period, the
alarm LED pulses on and off rapidly to warn of
impending activation.

The instantaneous loop provides no appreciable delay
(other than a 0.5 sec debounce period) before causing
the alarm to sound, unless the system has just been
armed and 45 seconds has not yet elapsed. During
this period, the loop acts like the delayed loop allowing
the user time to check the loop monitoring LEDs and
exit. This loop would typically be used to monitor other
points such as windows.

The final type of trigger is from a panic button circuit.
As many switches as are required can be wired in par-
allel, and placed in convenient locations for manually
triggering the alarm, at any time.

All three triggers cause the alarm outputs to go to
active levels. On alarm, the pulsed output (pin 2) will
alternate between +5V, for aboutl.5 sec, and 0V for
0.5 sec, while the constant output (pin 3) will simply go
to +5V. The pulsed output can be used to drive a siren
circuit, while the constant output could be useful for
turning lights on, etc. Both will remain in this alarm
state until reset by the removal of power (typically
through a key switch) or for 5 minutes, whichever
occurs first.

There is a possibility that an alarm may have occurred
and been automatically reset by the system without
the knowledge of the user. In order to signal this condi-
tion, during the alarm period and afterwards until the
system is reset, the LED output (pin 5) will be driven
alternately low for 1.5 sec, and high for 0.5 sec, mim-
icking the pulsed alarm output. This pulsing of the LED
output will have no effect on the normal operation of
the system, though.

This application uses the WatchDog Timer for auto-
matic reset on software errors, and the internal oscilla-
tor for system timing. Power is connected +5V (Vdd) to
pin 1 and OV (Vss) to pin 8. The normally closed
delayed loop is connected between Vss and pin 7,
while the normally closed instantaneous loop is wired
between Vss and pin 6. The panic switch circuit is con-
nected between pin 4 and Vss.
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Graphical hardware representation:
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APPENDIX A: SOURCE CODE

; Home Al arm

; by Ji m Nagy, Novenber 1997

; A programto use the PICl2C508 as a security alarmsystemcontroller. Provides

; three different nonitored inputs (two nornally closed, and one nornally open) and
; two outputs (one pul sed, one steady). A LED drive output is provided as well for
; driving a warning/alarmLED. Pin connections are as foll ows:

; Pin 1: vdd (+5V)

; Pin 2: Active high pul sed al arm output (+5V for 1.5sec and OV for 0.5 sec
; when in alarm. Resets after 5 mins.

; Pin 3: Active high constant alarmoutput (+5V). Resets after 5 mns.

; Pin 4: Nornmal Iy open input. Typically used for panic sw tches connected
; between this pin and Vss. Mnentary connection to Vss will cause an
; alarmto occur. Alarmresets after 5 mnutes, if the circuit is open.

; Pin 5: Active low LED drive output. Pulses rapidly to warn that the system
; is in the 45sec. del ayed alarmperiod, or pulses slowy if an alarmis
; in progress/has occurred.

; Pin 6: Normal Iy closed | oop input. Has 0.5 sec debounce period on change of

; input to reduce the possibility of nuisance triggers. Initiates an alarm
; i mediately after the loop is found to be open, but will not retrigger

; shoul d the | oop remain open. Not enabled during the first 45 seconds

; after the alarmis first turned on. Typically used for w ndow sw tches.

; Pin 7: Similar to pin 6, but the alarmis del ayed by 45 seconds, to allow tine
; for entry/exit. Typically used for door switches.

; Pin 8: Vss (0V)

ckkkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhhhhhhhhhhixk
’

; Program Equat es

Del ayl n EQU 0 ; GPI O pin nanes

Instln EQU 1

LED EQU 2

Pani cl n EQU 3

Const EQU 4

Pul se EQU 5

DBPani ¢ EQU 12 ; panic button debounce for 12 *2.048nt
DBDel ay EQU 244 ; delay | oop -> 500nS debounce

DBI nst EQU 244 ; instantaneous | oop -> 500nS debounce

; bit nunbers for flags

TFl ag EQU 7 ; timer will need service

AFl ag EQU 6 ; an alarm has occurred

DFI ag EQU 5 ; in delayed (45 sec) al arm node
DOpen EQU 4 ; the delay | oop just opened

| Open EQU 3 ; the inst |oop just opened

; Standard Equat es

w EQU 0
F EQU 1
GPWJF EQU 7
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PAO EQU 5
TO EQU 4
PD EQU 3
z EQU 2
Zero EQU 2
DC EQU 1
C EQU 0
Carry EQU 0
Fuses
MCLRDi sabl ed EQU 0
MCLREnabl ed EQU H 10
CodePr ot ect EQU 0
NoCodePr ot ect EQU H 08’
WDTDi sabl ed EQU 0
WDTEnabl ed EQU H 04'
I nt RCOsc EQU H 02
Ext RCOsc EQU H 03’
XTOsc EQU H 01
LPCsc EQU 0
' 508 Regi ster Assignnents
| NDF EQU H 00
TMRO EQU H 01'
PCL EQU H 02
STATUS EQU H 03
FSR EQU H 04'
OSCCAL EQU H 05'
GPI O EQU H 06'
program vari abl es
Fl ags EQU H 07’ ; storage space for nessages
Thi sSw EQU H 08’ ; loop-switch status

; switchO - the Del ayed Loop

Last Sw0 EQU H 09’ ; last value - for detecting change
SwSt at e0 EQU H OA' ; the official (debounced) status
DBTi mer 0 EQU H OB ; counter used during debouncing of the switch

switchl - the Instant Loop

Last Swl EQU H 0C ;

Swst at el EQU H OD ; "
DBTi nmer 1 EQU H OF "
; switch2 - the Panic Switches

Last Sw2 EQU H OF ;

SwSt at e2 EQU H 10 ;

DBTi ner 2 EQU H 11 ; "
; The tinmer bytes

Ti mer Lo EQU H 12' ; Lo byte of the tiner
TimerMd EQU H 13 ;o Mdo "t
Ti mer Hi EQU H 14’ ; High

The 1D words. ..

ORG H 0200’
I DO Data. W H 0000’
| D1 Data. W H 0000
| D2 Data. W H 0003’
I D3 Data. W H 000F

; and the Fuse bits...

ORG H OFFF
CONFI G Data. W MCLRDi sabl ed + NoCodeProtect + WDTEnabl ed + | nt RCOsc
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khkhkkhkhkhhkhhkhkhhhhkhhhhhhhkhhkhhkhhhkhdkhhkhhkhdkkhkkhk k&

Power on junps to here...
LR R R R R R R R R R R R R R R R R R R R R R R R R R R

ORG H 00’
MOV OSCCAL ; store the factory osc. calibration val ue
GOorTo Init ; and junp past the subroutines

khkhkkhhkhhkhhhkhhhhkhhkhhhkhhkhhkhhhkhhkhhkhhhkhkhkkhkkhkkk

The Subroutines...

R I
DoTi me
Updates all of the timers, and controls the LED out put
Returns with W= 0 if there was no tine change, and W= 1 if there was.
Mist be called at |east once every nsec to catch Tiner0 overfl ows.

DoTi ne BTFSS TMRO, 7 ; high bit of tiner set?
GOoTO dt 1 ; no - we've overflowed
BSF Fl ags, TFl ag ; yes, set the flag
RETLW 0
dt1 BTFSS Fl ags, TFl ag ; have the tiners been serviced?
RETLW 0 ; yes - that's all

when Tinmer0 overflows, all tinmers are serviced...

I NCF DBTi nmer 0, F ; increment the debounce tiners
I NCF DBTinmerl, F
I NCF DBTi ner 2, F
I NCF Ti mer Lo, F ; and the delay timers
BTFSC STATUS, Zer o
I NCF TimerMd, F
BTFSC STATUS, Zer o
I NCF TimerH , F
BCF Fl ags, TFl ag ; reset the tiner service flag,
CLRWDT ; and the WatchDog tiner
BTFSC Fl ags, AFl ag ; has there been an al arn?
[ce][6) Sl owFl ash ; if so, flash the LED
BTFSS Fl ags, DFl ag ; are we in delayed entry/exit?
RETLW 1 ; no, just return
Fast Fl ash
BTFSS TinerLo, 5 ; for the fast flash rate
BCF GPI O LED ; match LED drive to the 64nms bit
BTFSC TinmerLo, 5
BSF GPI O, LED
RETLW 1
Sl owFl ash
MOV TinerMd, W ; for slowrate, use 0.5 seccounter
ANDLW B' 00000011" ; but only the lowtwo bits of it
BTFSS STATUS, Zer o ; to drive the LED
BCF GPI O, LED
BTFSC STATUS, Zer o
BSF GPI O, LED
RETLW 1

ER R R R R R R R R R R R R R R R R R R R R R R R R R

Del ayChk
Gets the current (debounced) status of the |oop connected to GPO (pin7)
Returns with Wel if there's a change in state, WO ot herw se, and
sets the DOpen bit of Flags set when the | oop opens.

Del ayChk
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CLRF Thi sSw ; assune | oop-switch is not open
BTFSC GPI O Del ayln ; check sw status
I NCF Thi sSw, F ; the loop is open

; Conpare to last state

MOVF Last Sw0, W
XORWF Thi sSw, W
BTFSS STATUS, Zer o ; Zero is set if there's been no change
GOTO dcl
; No change since |ast scan, but are we in a debounce phase?
MOVF Swst at e0, W
XORWF Thi sSw, W ; conpare present state to the official state
BTFSC STATUS, Zer o ; Zerois Cr if they differ(we're in debounce)
RETLW 0

; I nput is changing, have we gone past the debounce tine?

MOVLW DBDel ay ; get the debounce tine

SUBWF DBTi mer 0, W ; and conpare to el apsed

BTFSS STATUS, Carry ; Carry is set if DBTinmerO >= DBDel ay
RETLW 0

; we' ve exceeded the debounce time - change the official state of thel oop

MOVF Thi sSw, W

MOVW\F SwSt at e0 ; store current state, and

BTFSS STATUS, Zer o ; check if it's zero (Il oopnormal)
BSF FI ags, DOpen ; if not, set the DOpen bit
RETLW 1

; the input is changing state - prepare to debounce
dcl MOVF Thi sSw, W

MOV Last SWO ; remenber this passes' state
CLRF DBTi ner 0 ; and reset the debounce tiner
RETLW 0

EEEEEEEEEEEREEEEEEEEEEEREEEEEREEREERESERESRERSESESSE]

; | nst Chk

; Gets the current (debounced) status of the |oop connected to GP1l (pin6)
; Returns with Wel if there's a change in state, WO ot herw se, and

; sets the I Open bit of Flags set when the | oop opens.

I nst Chk
CLRF Thi sSw ; assune |l oop-switch is not open
BTFSC GPIO Instln ; check sw status
I NCF Thi sSw, F ; the sw was pressed
; Conpare to |l ast state
MOVF Last Swl, W
XORWF Thi sSw, W
BTFSS STATUS, Zer o ; Zero is set if there's been no change
GOTO icl

; No change since |ast scan, but are we in a debounce phase?

MOVF SwSt atel, W

XORWF Thi sSw, W ; conpare present state to the official state

BTFSC STATUS, Zer o ; Zerois Cr if they differ (we're in debounce)
RETLW 0

; I nput is changing, have we gone past the debounce tine?

MOVLW DBI nst ; get the debounce tine

SUBWF DBTi mer 1, W ; and conpare to el apsed
BTFSS STATUS, Carry ; Carry is set if DBTinmerl >= DBInst
RETLW 0

; we' ve exceeded the debounce time - change the official state of the |oop
MOVF Thi sSw, W
MOV SwSt at el ; store current state and
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s zero (| oopnornal)

state

=0v),

and Zero bit of Carry set for no switch pressed

h is not pressed

if there's been no change

ate of swto the official state
if they differ (we're in debounce)

i f DBTi ner2 >= DBPani c

state of the switch

e in SwState

to debounce

state

BTFSS STATUS, Zer o ; check if it'
BSF Fl ags, | Open ; if not, set the IOpen bit
RETLW 1
; the input is changing state - prepare to debounce
icl MOVF Thi sSw, W
MOV Last Swl ; remenber this passes’
CLRF DBTi ner 1 ; and reset the debounce tiner
RETLW 0
; EE R R R R R R R R R R R R R R R
; Pani cChk
; Gets the current (debounced) status of the switches connected to GP3(pin 4)
; Internally stored as SwState2=1 if a panic switch is pressed (input
; and SwState2=0 if no switch is pressed
; Always returns with W= 0,
Pani cChk
CLRF Thi sSw ; assune switc
BTFSS GPl O, Pani cl n ; check sw status
I NCF Thi sSw, F ; the sw was pressed
; Conpare to last state
MOVF Last Sw2, W
XORWF Thi sSw, W
BTFSS STATUS, Zer o ; Zero is set
GOoro pcl
; No change since |ast scan, but are we in a debounce phase?
MOVF SwSt at e2, W
XORWF Thi sSw, W ; conpare present st
BTFSC STATUS, Zer o ; Zerois dr
GOoro pc2
; Switch is changing, have we gone past the debounce tine?
MOVLW DBPani ¢ ; get the debounce tine
SUBWF DBTi ner 2, W ; and conpare to el apsed
BTFSS STATUS, Carry ; Carry is set
GOoro pc2
; we' ve exceeded the debounce tinme - change the official
MOVF Thi sSw, W
MOV SwSt at e2 ; store current stat
GOoro pc2
; the switch input is changing state - prepare
pcl MOVF Thi sSw, W
MOV Last Sw2 ; remenber this passes’
CLRF DBTi ner 2 ; and reset the debounce tiner
; we're done for this pass...
pc2 MOV SwSt at e2, F ; check the switch state,
RETLW 0 and return

’
khkhkkhkhkhhhhkhhhhhkh bk hhhhkhhkhhkhhhkhdkhhkhkhkhdkkhkkkk k&

khkhkkhhkhhkhhkhkhhkhhkhhkhhhkhhkhhkhhhhhkhhkhhhkhhkhkkhkkhkkk

Here's where it all begins...

ER R R R R R R R R R R R R R R R R R R R R R R R R R

Set up the Option Register and the |10 port...

I nit MOVLW B' 10000010’ ; use intclock
OPTI ON . pul lups on,
CLRF GPl O ; output all O
MOVLW B' 00001011’ ; GPO, GP1 and
TRI' S GPl O ;

input, /8 prescaler
and no wakeup on change
S on a powerup

GP3 are inputs,

GP2, GP4 and GP5 are outputs
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; Clear the variable RAM..

MOVLW H 1F ; point to the last RAM | ocation
MOVWF FSR

crl CLRF | NDF ; and zero it
DECF FSR, F
MOV FSR, W ; loop until FSR points to Register6,
XORLW B'11100110' ; allowing that FSR<7:5> are al ways 1s
BTFSS STATUS, Zer o
GOoro crl

; For the first 45 secs, only the panic switch input is active...
BSF FI ags, DFl ag ; fast flash the LED

wai t 1 CALL DoTi e
CALL Pani cChk ; check for a panic switch
BTFSS STATUS, Zer o
GOoro Al arm
MOVLW D 86' ; check for tineout
SUBWF TinmerM d, W ; 86 counts is ~ 45secs
BTFSS STATUS, Carry
GOoro wai tl ; keep looping until time is up
BCF FI ags, DFl ag ; stop the flashing LED
BSF GPl O, LED ; and neke sure it's off

; Now all three |oops are active, watch them forever. ..

Mai n CALL DoTi ne ; keep clock 'running'
CALL Pani cChk ; see if a panic switch is pressed
BTFSS STATUS, Zer o ; skiponif it isn't
GOorTo Al arm ; and alarmif it is
CALL I nst Chk ; check the Inst |oop
BTFSC Fl ags, | Open ; and al arm on opening
GOoro Al arm
CALL Del ayChk ; check the del ayed | oop
BTFSS FI ags, DOpen ; and al arm on opening
GOoro Mai n ; else, just loop

; Waiting 45 Seconds before alarming...

Del Al arm
CLRF Ti mer Lo
CLRF TimerM d ;
CLRF Ti mer Hi
BSF FI ags, DFl ag
dal CALL DoTi e
CALL Pani cChk
BTFSS STATUS, Zer o
[Ce))0) Al arm
CALL I nst Chk
BTFSC Fl ags, | Open
[Ce))0) Al arm
MOVLW D 86'
SUBWF TimerMd, W
BTFSS STATUS, Carry
GOoro dal

; It's an alarm turn the outputs on...
Al arm

BSF Fl ags, AFl ag
CLRF Ti ner Lo
CLRF Ti mer M d
CLRF Ti mer Hi

BSF GPI O, Const

; reset the tinmer

(saves doing arithnetic)

; fast flash the LED

; check for a panic switch

; or a break in the Inst
; and al arm on opening

| oop

; check for tinmeout

; 86 counts is ~ 45 secs
; keep looping until time is up
(for 5 mns nmax)

; there's been an alarm flagit
; reset the tinmer

; turn the continuous output on
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al 1 CALL
CALL
CALL
CALL
MOVF
ANDLW
BTFSC
BCF
BTFSS
BSF
MOVLW
SUBWF
BTFSS
Goro
MOVLW
SUBWF
BTFSS
GOoro

BCF
BCF
BCF
BCF
GOoro

END

DoTi me

Pani cChk ; still have to keep current

I nst Chk ; on the status of the inputs
Del ayChk

TimerMd, W

B' 00000011’

STATUS, Zer o ; set the pul sed output based on the
GPI O, Pul se ; lowtwo bits of the 0.5 sec tiner
STATUS, Zer o

GPl O, Pul se

D 02' ; check for >5 mins

TimerH , W ; ~2*134sec + 60*0. 5sec

STATUS, Carry

al 1 ; keep looping until tined out

D 60’

TinmerM d, W

STATUS, Carry

al 1

GPl O, Const ; >5 mins - stop the alarns

GPl O, Pul se

FI ags, DOpen ; reset the change of state bits
Fl ags, | Open

Mai n ; and start all over

0 1998 Microchip Technology Inc. DS40160A/7_001-page 9



Automate the Home

NOTES:
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